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Lab 4: Managing System Services 
Lab Objectives 
The objectives of this lab are to: 

 Create and review ad-hoc and predefined reports in the Windows Intune™ administrator 
console. 

 Customize a predefined report to meet the needs of your customers. 

 Configure e-mail notifications. 

This lab will take approximately 45 minutes to complete. 

Exercise 1: Generating Reports  
In this exercise, you will create two ad-hoc hardware reports and export one of them as a .csv 
file. One of the reports is a hardware identity report and the other is a critical updates report. 
You will export the hardware identity report as a .csv file and the critical updates report as an 
HTML file. In the final task, you will generate a preconfigured software report, drill down into the 
report, and export the report to an HTML file.  

Task 1: Create an ad-hoc hardware report 
1. Open a browser, log on to the Windows Intune multi-account console, and then select 

account 1. 

2. In the workspace shortcuts pane, click Computers, and then click All Computers. 

3. In the Filters list, click Hardware classification. 

Note: 

If you sort this list by Model, you can use that information to help you determine which 
computers need hardware upgrades to support Windows® 7. 

4. In the Filters list, click Hardware identity. 

5. In the list of computers, click the Operating System column heading. 

Note: You can use such reports when working with your customers to help them 
upgrade computers running Windows XP and Windows Vista® to Windows 7. 

6. On the administrator console taskbar, click the Export List button. 
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Figure 1: The Export List button 

7. In the Export Dialog dialog box, in the Export format list, click .csv File, and then click 
Export. 

8. In the Save As dialog box, select a folder in which to store the .csv file, in the File name 
box, type a name for the ad-hoc report, and then click Save. 

9. In the Export Dialog dialog box, click Close. 

10. Click Start, click Computer, and then navigate to the folder where you stored the .csv 
file. 

11. In the folder, right-click the .csv file that you created, and then click Open With. 

12. In the Open With dialog box, double-click Notepad. 

Note:  

If Microsoft® Office Excel is installed on your computer and you double-click the .csv file, it will 
open in Office Excel. 

13. Review the contents of the .csv file, and then close Notepad.  

Note:  

Not only does the file display the list of hardware, but it also contains the filter that you used to 
generate the ad-hoc report. 

Task 2: Respond to a malware alert 
1. Switch to the virtual machine (VM), and then on the taskbar, click the Internet Explorer 

icon. 

2. In the address bar, type www.eicar.org and then press ENTER. 

3. Click Anti-Malware Testfile. 

4. On the The Anti-Virus or Anti-Malware test file page, scroll to the Download area 
using the standard protocol http table, and then click eicar_com.zip. 
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Note:  

Immediately after a Windows Intune Endpoint Protection Attention dialog box appears, a 
File Download dialog box appears. 

5. In the File Download dialog box, click Cancel. 

6. In the Windows Intune Endpoint Protection dialog box, click Show details.  

7. In the Windows Intune Endpoint Protection Alert dialog box, check whether the 
program has already automatically removed the potential threat. If it has not, click Clean 
computer, and then after the computer has been cleaned, click Close. 

8. Switch to the Windows Intune administrator console. 

9. In the workspace shortcuts pane, click Alerts, and then click Endpoint Protection. 

Note:  

It may take a few minutes for the malware alerts to appear in the Alerts list and you may need 
to refresh your browser to see them. When they appear, there should be two malware alerts. The 
first is titled Some Computers Have Recently Resolved Malware and the second is titled 
Malware Seen For First Time. 

10. Switch to the VM. 

11. Close Windows Internet Explorer®, and then switch to the Windows Intune administrator 
console. 

12. Refresh the browser to review whether the alerts have changed. The Some Computers 
Have Follow-up Actions alert is replaced by the Some Computers Have Recently 
Resolved Malware alert. 

13. Click the Some Computers Have Recently Resolved Malware alert, review the Status 
and Details sections, and then click All Alerts.  

14. Click the Malware Seen For First Time alert, review the Status and Details sections, and 
then click All Alerts. 

15. Click Export List to capture all of the alerts before you close them. 

16. In the Export Dialog dialog box, in the Export format list, verify that .csv File is 
selected, and then click Export. 

17. In the Save As dialog box, browse to a folder location. 

18. In the File name box, type Malware Alert Report 1 and then click Save. 

19. In the Export Dialog dialog box, click Close. 

20. On the Alerts list, select all of the alerts by pressing CTRL and clicking each, and then 
click Close Alert. 
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Task 3: Generate the predefined software report 
1. In the workspace shortcuts pane, click Reports, and then click Software reports. 

2. In the lower-right corner of the Software Reports page, click View Report. 

3. On the Software Details page, expand Microsoft Office Professional Plus 2010, and 
then expand Computers.  

Note:  

This enables you to see all of the computers in the Windows Intune account that have Microsoft 
Office Professional Plus 2010 installed. 

4. Collapse Microsoft Office Professional Plus 2010. 

5. On the Software Details page, click the Category column heading to sort the software 
categories alphabetically.  

6. In the Table of Contents pane, click Criteria.  

7. Review the criteria that was used to generate the software report, and then click 
Software Details. 

8. Right-click the report and note that the word Silverlight appears in the pop-up box. 

Note:  

All reports are generated as Microsoft Silverlight® pages. To obtain the data and store it, you 
must export the report as detailed in the following steps. 

9. On the Report Viewer taskbar, click Export. 

10. In the Export Dialog dialog box, in the Export format list, click .html File, clear the 
Export summary data only check box, and then click Export. 

11. In the Save As dialog box, select a folder in which to store the .html file, in the File name 
box, type a name for the software report, and then click Save. 

12. In the Export Dialog dialog box, click Close. 

13. Click Start, click Computer, and then navigate to the folder where you stored the .html 
file. 

14. In the folder, double-click the .html file that you created and review its contents. 

Note:  

The file displays all of the data available from the software report, including all computer 
information associated with each piece of software. If you left the Export summary data only 
check box selected in step 10, Windows Intune exports the list of installed software without 
computer information.  
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Also, note that when you export a predefined report, Windows Intune does not use any column 
sorting that you may have performed on the live report. 

15. Close the Internet Explorer tab. 

Exercise 2: Customizing Reports  
In this exercise, you will customize the software report to display information about computers 
in specified groups and in specified software categories.  

Task 1: Customize software reports  
1. On the Software Reports page, in the Criteria section, under Select the computer 

groups, click Add. 

2. In the Select Computer Groups dialog box, clear the All Computers check box, select 
the check boxes for several groups, and then click OK. 

3. Under Select the categories, click Add. 

4. In the Select Category dialog box, click Select from the following list, select the 
Operating Systems and Components and Office Suites and Productivity check boxes, 
and then click OK. 

5. On the Software Reports page, click View Report. 

6. On the Software Details page, expand a software name, and then expand Computers.  

7. In the Table of Contents pane, click Criteria.  

8. Review the criteria used to generate the software report, and then click Software 
Details. 

Note:  

The report nodes that you expanded in step 6 remain expanded after you return to the 
Software Details page. 

9. On the Software Details page, click the Category column heading to sort the software 
categories alphabetically.  

10. On the Report Viewer taskbar, click Export. 

11. In the Export Dialog dialog box, in the Export format list, click .csv File, verify that the 
Export summary data only check box is selected, and then click Export. 

12. In the Save As dialog box, select a folder in which to store the .csv file, in the File name 
box, type a name for the software report, and then click Save. 

13. In the Export Dialog dialog box, click Close. 

14. Click Start, click Computer, and then navigate to the folder where you stored the .csv 
file. 
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15. In the folder, right-click the .csv file that you created, point to Open With, and then click 
Notepad. 

 

Note: 

If Office Excel is installed on your computer and you double-click the .csv file, it will open in 
Office Excel. 

16. Review the contents of the .csv file, and then close Notepad.  

Exercise 3: Configuring E-Mail Notifications 
In this exercise, you will configure an e-mail recipient and notification rule for remote assistance 
requests on the primary Windows Intune account that you have used throughout the labs.  

Note: 

Configuring an e-mail recipient and associating the e-mail address with a notification rule does 
not grant the recipient any rights to access the Windows Intune administrator console. It simply 
configures when to send the recipient an e-mail message when an alert is generated.  

You configure e-mail notifications to go to individuals who are not Windows Intune system 
administrators. These can be employees of your customers or other individuals who should be 
notified when critical alerts are raised against a particular Windows Intune account. 

Task 1: Configure a remote assistance alert notification 
1. In the workspace shortcuts pane, click Administration, expand Alerts and 

Notifications, and then click Recipients. 

2. On the Recipients page, click Add. 

3. In the Add E-Mail Recipient dialog box, in the Name box, type Windows Intune 
Manager 

4. In the E-mail address and Confirm e-mail address boxes, type the e-mail address for 
the Windows Live® ID that the instructor provided for this exercise, and then click OK. 

5. In the Administration navigation pane, click Notification Rules. 

6. On the Notification Rules page, click Remote Assistance Requests, and then click 
Select Recipients. 

7. In the Select Recipients dialog box, select the Windows Intune Manager check box, 
and then click OK. 
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Task 2: Test the alert notification rule 
1. Switch to the VM, and then on the desktop, double-click the Windows Intune Center 

shortcut. 

2. In the Windows Intune Center window, click Request remote assistance from your 
system administrator. 

3. Switch to Internet Explorer on the host computer, and then in the address bar, type 
www.msn.com 

4. On the MSN home page, click Hotmail, and then click Sign out. 

5. On the MSN home page, click Sign in. 

6. On the sign in page, in the Windows Live ID box, type the e-mail address that you used 
in Task 1, in the Password box, type the password that the instructor gave you, clear the 
Remember me check box, and then click Sign in. 

Note:  

You may need to click Sign in with a different Windows Live ID to enable you sign in with a 
different Windows Live ID. 

7. On the Windows Live home page, click Hotmail.  

8. In the Inbox, click the Critical Alert Remote Assistance Session Request e-mail 
message and review its contents.  

Note:  

You may need to wait for a few minutes for the e-mail message to arrive. The message includes 
the account with which the alert is associated, the computer source that generated the alert, and 
the type of alert. It also provides a description of the alert that includes the user who generated 
the remote assistance request. 

9. Click sign out.  

10. Close all browser windows. 

11. Switch to the VM and close all open windows. 

12. In the Windows Intune Center dialog box, click Yes. 

Lab Summary 
In this lab, you performed the following exercises: 

 Generating Reports 

 Customizing Reports 

 Configuring E-Mail Notifications 
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