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Lab 5: Using Windows Intune Remote Assistance 
Lab Objectives 

Note: 

In this lab, you will team up with another student to work through the lab. Each student will 
have a turn to be the Windows Intune™ system administrator while the other is a user from their 
virtual machine (VM). The students will then switch roles and the second student will act as the 
system administrator. In this lab, Student A refers to the student acting as the system 
administrator and Student B refers to the student acting as the VM user. 

The objectives of this lab are to: 

 Save information about a remote assistance alert to an ad-hoc report and close a remote 
assistance session request. 

 Work with another student to learn how to use the Windows Intune remote assistance 
feature both as a system administrator and an end user. 

 Switch roles with the other student and clear a remote assistance request. 

This lab will take approximately 45 minutes to complete. 

Exercise 1: Using Windows Intune Remote Assistance  
In this exercise, you will work with another student to initiate and respond to a remote 
assistance request by using all of the Microsoft® Easy Assist tools that are provided with a 
Windows Intune account. 

The scenario for this exercise is that a user does not have sufficient hard disk space on his or her 
computer. The service administrator responds to the user's request for remote assistance, 
inventories the software that the user has installed on his or her computer, and then remotely 
uninstalls a piece of software that is not supported in the customer's organization. 

Task 1: Initiate the remote session  
1. Student B: Switch to the VM, and then on the desktop, double-click the Windows 

Intune Center shortcut. 

2. In the Windows Intune Center, click Request remote assistance from your system 
administrator. 

Note:  

If you close the Windows Intune Center client before a system administrator responds to your 
request for remote assistance, Windows Intune cancels the request. 
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3. Student A: Open a browser on your computer, in the address bar, type www.msn.com 
and then click Hotmail. 

4. On the sign in page, enter the service administrator credentials that you use to log on to 
the Windows Intune administrator console, and then click Sign in. 

5. On the Windows Live® home page, click Inbox. 

6. In the Inbox, click the Critical Alert Remote Assistance Session Request e-mail 
message and review its contents. Note that the Source field in the e-mail indicates which 
VM is requesting assistance. 

Note:  

You may need to wait for a few minutes for the e-mail message to arrive. If the e-mail message 
does not arrive, notify your instructor.  

7. Click the link to the alert at the bottom of the message. You are automatically 
authenticated to the Windows Intune administrator console and directed to the alert.  

8. In the workspace shortcuts pane, click Alerts, and then click All Alerts. 

9. In the Alerts list, use the Source column to identify the alert that Student A generated, 
and then click the Remote Assistance Session Request link associated with that source. 

Note: Multiple students on this course are generating remote assistance requests 
simultaneously, so steps 8 and 9 are required to make sure that you respond to your 
partner's remote assistance request. In a production environment, you respond to each 
critical request you receive in e-mail as it arrives.  

10. On the Remote Assistance Session Request – [Active] page, click the Click here to 
take action link. 

11. On the A New Remote Assistance Request is Pending page, click Accept the remote 
assistance request. 

Note:  

This launches an Easy Assist session with the remote computer, which is the VM in this case. If 
Easy Assist is not installed on your computer, Windows Intune will prompt you to install Easy 
Assist. Follow all of the prompts to install Easy Assist.  

12. If a browser security dialog box appears, click Allow. 

13. On the Microsoft Easy Assist Entry Page page, click Join the Session. 

14. If a browser security dialog box appears, click Open. 

15. In the Join Session – Microsoft Easy Assist dialog box, in the Display Name box, type 
StudentX and then click Join. 
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Note:  

In the group name, X is the student number that the instructor gave you at the beginning of this 
course. 

If you receive an error message that you could not connect to the Microsoft Office Live Meeting 
server, close the window, and then accept the remote assistance request again.  

16. The Easy Assist Session program opens. Wait a few moments for Student B's VM to 
respond. 

17. The Microsoft Easy Assist dialog box indicates that Student B's VM Admin account has 
joined the support session, so click OK. 

Task 2: Use the Chat tool 
1. Student B: In the Microsoft Easy Assist dialog box, click Share Desktop, and then click 

OK. The Easy Assist shared desktop screen appears on Student A's computer. 

2. Student A: In the Microsoft Easy Assist window, in the Chat section, type Hi, how can I 
help you? and then click Send. 

3. Student B: In the Easy Assist Chat window, type I'm having a problem with my 
computer and I don't know how to fix it and then click Send. 

4. Student A: In the Easy Assist Session window, reply to Student B's chat message by 
typing I'm going to check your installed software to see if there are any known 
issues. Wait just a minute and then click Send. 

5. Switch to the Windows Intune administrator console. 

6. In the workspace shortcuts pane, click Computers, click All Computers, and then click 
Student B's computer. 

7. Click View Properties, and then click Software. 

8. In the Software list, click Zune 4.02. 

9. Switch to the Easy Assist Session window, in the Chat section, type I see that you have 
Zune installed, which has compatibility issues with some of the software that your 
company runs. Therefore it isn't supported on your organization's computers and 
then click Send. 

10. In the Chat section, type I'm going to request control of your computer. We're going 
to uninstall Zune and then click Send. 

Task 3: Request control of the remote computer 
1. Student A: On the Easy Assist shared desktop, click Request Control. 

2. Student B: In the Microsoft Easy Assist dialog box, click Yes. 
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3. Student A: In the Microsoft Easy Assist dialog box, click OK. 

4. On the shared desktop, click Start, in the Search programs and files box, type taskm 
and then click View running processes with Task Manager. 

5. In Windows® Task Manager, on the Performance tab, briefly review the performance 
information. 

6. On the Processes tab, click ZuneLauncher.exe.  

7. Click Start, in the Search programs and files box, type add or and then click Add or 
remove programs. 

8. On the Programs and Features screen, in the program list, click Zune, and then click 
Uninstall. 

9. In the Zune dialog box, click Yes, wait for the software to uninstall from the VM, and 
then click Close. 

10. Switch to Windows Task Manager and confirm that ZuneLauncher.exe no longer appears 
on the Processes tab. 

11. Student A and Student B: Close all Easy Assist windows to end the Easy Assist session. 

Exercise 2: Reversing Remote Assistance Roles  
In this exercise, you will reverse roles with your partner from Exercise 1 and use the file upload 
feature and the remote restart request feature. 

The scenario for this exercise is that the remote user has had issues with some of the Windows 
Intune client services. To troubleshoot the problem in the Easy Assist session, the service 
administrator requests that the user transfer the Windows Intune log file to the Windows Intune 
server where the administrator can download it and review it at a later time. 

In the final task, the system administrator requests that the user remotely restart the VM to reset 
the operating system to see whether that resolves a problem.  

Task 1: Initiate the remote session  
1. Student A: Switch to the VM, and then on the desktop, double-click the Windows 

Intune Center shortcut. 

2. In the Windows Intune Center, click Request remote assistance from your system 
administrator. 

Note:  

If you close the Windows Intune Center client before a system administrator responds to your 
request for remote assistance, Windows Intune cancels the request. 

3. Student B: Open a browser on your computer, in the address bar, type www.msn.com 
and then click Hotmail. 
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4. On the sign-in page, enter the service administrator credentials that you use to log on to 
Windows Intune administrator console, and then click Sign in. 

5. On the Windows Live home page, click Inbox. 

6. In the Inbox, click the Critical Alert Remote Assistance Session Request e-mail 
message and review its contents.  

Note:  

You may need to wait for a few minutes for the e-mail message to arrive. If the e-mail message 
does not arrive, notify your instructor.  

7. Click the link to the alert at the bottom of the message. You are automatically 
authenticated to the Windows Intune administrator console and directed to the alert.  

8. In the workspace shortcuts pane, click Alerts, and then click All Alerts. 

9. In the Alerts list, use the source column to identify the alert that Student A generated, 
and then click the Remote Assistance Session Request link associated with that source. 

Note:  

Multiple students on this course are generating remote assistance requests simultaneously, so 
steps 8 and 9 are required to make sure that you respond to your partner's remote assistance 
request. In a production environment, you respond to each critical request you receive in e-mail 
as it arrives.  

10. On the Remote Assistance Session Request – [Active] page, click the Click here to 
take action link. 

11. On the A New Remote Assistance Request is Pending page, click Accept the remote 
assistance request. 

Note:  

This launches an Easy Assist session with the remote computer, which is the VM in this case. If 
Easy Assist is not installed on your computer, Windows Intune will prompt you to install Easy 
Assist. Follow all of the prompts to install Easy Assist.  

12. If a browser security dialog box appears, click Allow. 

13. In the Join Session – Microsoft Easy Assist dialog box, in the Display Name box, type 
StudentX and then click Join. 

Note:  

If you receive an error message that you could not connect to the Office Live Meeting server, 
close the window, and then accept the remote assistance request again.  
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14. The Easy Assist Session program opens. Wait a few moments for Student A's VM to 
respond. 

15. In the Microsoft Easy Assist dialog box that indicates that Student A's VM Admin 
account has joined the support session, click OK. 

Task 2: Use the File Upload tool  
1. Student A: In the Microsoft Easy Assist dialog box, click Cancel. 

2. In the Microsoft Easy Assist dialog box, click Tools, and then click File Transfer.  

3. In the File Transfer - Microsoft Easy Assist dialog box, click Upload. 

4. In the Choose files to upload dialog box, expand Local Disk (C:), expand Program 
Files, expand Microsoft, expand OnlineManagement, and then click Logs. 

5. Hold down SHIFT, click the HostProtection.log and RemoteAssistance.log files, and 
then click Open. 

6. Student B: In the Easy Assist Session dialog box, click Upload and download files. 

7. In the File Transfer - Microsoft Easy Assist dialog box, select all of the log files and 
then click Download. 

8. In the Browse For Folder dialog box, browse to the folder where you want to store the 
log files, and then click OK. 

9. Open Windows Explorer, browse to the folder where you downloaded the files in step 6 
and confirm that they are there. 

10. Close Windows Explorer, switch to the File Transfer - Microsoft Easy Assist dialog box, 
and then close the dialog box. 

Task 3: Use the Easy Assist remote restart request feature  
1. Student B: In the Easy Assist session window, click Tools, and then click Request 

Reboot and Reconnect. 

2. In the Microsoft Easy Assist dialog box, click OK. 

3. Student A: In the Microsoft Easy Assist dialog box, click OK. 

Note: The VM shuts down and begins the restart process.  

4. Student B: Note that the message in the Microsoft Easy Assist dialog box has changed 
to notify you that the user has accepted your restart request and that the restart is in 
progress. 

5. Student A: When the Windows 7 logon screen appears, in the Password box, type 
Pa$$w0rd, and then click the arrow. 
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Note:  
It may take several minutes for the Easy Assist session to re-establish itself.  

6. Student A and Student B: Confirm that the Easy Assist session is re-established, and 
then close all Easy Assist windows to close the session. 

7. Student A: In the VM, close all programs, and then shut down the VM. 

Exercise 3: Closing a Windows Intune Remote Assistance Request  
In this exercise, you will archive the list of reports in an ad-hoc report in .csv format and then 
close a remote assistance request alert. 

Task 1: Archive and close a remote assistance alert  
1. Switch to the Windows Intune administrator console. 

2. In the workspace shortcuts pane, click Alerts, and then click All Alerts. 

3. Click Export List to capture all of the reports before you close them. 

4. In the Export Dialog box, in the Export format list, verify that .csv file is selected, and 
then click Export. 

5. In the Save As dialog box, browse to a folder location, in the File name box, type 
Remote Assistance Alert Archive1 and then click Save. 

6. In the Export Dialog dialog box, click Close. 

7. In the Alerts list, click the Remote Assistance Session Request entry. 

8. On the Remote Assistance Session Request – [Active] page, under Tasks, click Close 
This Alert. 

9. Click All Alerts and notice that the alert no longer appears in the list. 

Lab Summary 
In this lab, you performed the following exercises: 

 Using Windows Intune Remote Assistance 

 Reversing Remote Assistance Roles 

 Closing a Windows Intune Remote Assistance Request 
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